NDT

- Advanced Network Diagnostic Tool

Report measured upload & download speeds
Determine what problems are limiting speed i.e.
client computer, home network, provider network,
or testing server

ldentify if the network connection is behind a NAT
Detect Firewall and possible end-to-end network

settings

http://e2epi.internet2.edu/ndt

User Results
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User Results

TCP/Web100 Network Diagnostic Tool ¥3.5.9 P
click START 10 begin

Detarled Staustics
WEB100 Enabled Statistics:

- Checking for Middleboxes ... .. .. ... ... ... Done
**Startingtest L of 1 checking for firewalls .. ...... ... .. ... Done
Cannecting 1o 'ndt.wpuilhr0]l. measurement-lab.org’ Indt.iupui.lhi0l. measurement~{ab.omg/ 217.163.1.75] 10 ynning 105 outbound test iclient-to-senver [C25)). . . . S.44Mbys
run test running 10 inbound test (server-to-chent [S2C)). .. .. 13.70Mby/s
Cannected to. ndi.upuilhrQl. measurement-fab.org -- Using IPvéd address
Checking for Middleboxes . .. ... ............ Done T Chent System Details ------
checking for firewalls .. ................. Oone ﬁi:::;“:m:r!“: ﬁexl'n':m:':;‘i;‘:"';'l':? ';:"'c'" = 105.8
running 10s outbound test (client-to-server [C2S]) . . . .. 5.44Mb/s =P " e
running 10s inbound test (server-to-client [S2C) ... ... 13720Mb)s . Web100 Oetarled Analysis -—----
The slowest link in the end-to- end path is a 10 Mbps Ethernet subnet 10 Mbps Ethernet link found.
Information. Other network traffic is congesting the link Link set to Full Duplex mode

information. throughput is hmited by other nerwork traffic.
. Cood network cablieds) found

click START to re-test Normal duplex operation found.

Web100 reports the Round trip time = 242.17 msec, the Packe: size = 1408 Byres. and

There were 89 packets retransmirnted. 974 duplicate acks recewed. and 1033 SACK blocks rece
{ START (’ Statistics ) ( More Details .. ) { Report Problem o R The connection was idle 0 seconds (0%) of the time

—_— " — ' $2C throughput test. Packet queuing detected 4.47%

This connection is network limited 98.66% of the time.

Webl100 reports TCP negotiated the optional Performance Settings to
RFC 2018 Selective Acknowledgment: ON
RFC 896 Nagle Algorthm OMN

f . RFC 3168 Explicit Congesuion Movfication. OFF
minCWNDpeak " 116864 RFC 1323 Time Stamping. ON
maxCWNDpeak: 1047552 RFC 1323 Window Scaling. ON: Scaling Factors - Server=8, Cliemt=10
CWNDpeaks: 1

Server 'ndt.iupw.lhr0).measurement -lab.org' 13 not behind a firewall. [Connvection to the epher
Client is probably behind a firewall, {Connection 1o the ephemeral port falled] *

The theoretical network limit is 4.98 Mbps Information: Network Middlebax 15 modifying MSS variable
The NDT server has a 1095.0 KByte buffer which limits the throughput to 70.68 Mbps Server IP addresses are preierved End-to- End , -
Your PC/Workstation has a 7280.0 KByte buffer which limits the throughput to 234,86 Mbp:'"formation: Nemwork ff::'f,’;AIL‘_E?;;}'?,::%’:R,?‘,’:,': l’{‘;’;’_‘{;;’{‘{_‘z';f, Client's IP address

The network based flow control limits the throughput to 33.00 Mbps

Client Data reports hnk is ‘Ethernet’, Client Acks report link is 'Ethernet’
Server Data reports link is '"OC-4B', Server Acks report link is 'T3'
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vare for measurements

NPAD

Advanced Diagnostic tester
+ Analyze host configuration and network path
- ldentify if routers/switches would impact WAN performance
- Web-based output simplifies problem reporting

http://www.psc.edu/networking/projects/pathdiag/

o Test Re<ults
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[Test comditions

T 371280 18 (470 250 1R 1Y

LTatpey; ¢« 76=16-0-Th had | d comm ol inct (76 1640765 2]

Logitte base Faoe: © 76 16-0- 76 hdd Laloomas ne . X9 D2 28 14:12:57 | 1] . . )
[Thn. reprt 15 based Om 2 3 Mbs Lirzet appcation dats rte | /] Test {rom server npad.ivpui.mlabl. ord01... to Lhis machine
[This report is based ca 2 40 ms Round-Trip-Tume ,RTT) i 1he carpet applicatdon [ .,

e Ruuidd Tap Tuse G e gl secrion 1s 5.006000 s St TrnTimeimanet

[The Max rwm Segnent Sizs fof s path secten 1y 1403 Bytew, (21 Target ko iMboIE S
= - T LEg:
Turpet ost TCP configrratnn ey Puss! [T] W .
Farscie praove DY mingarediee B maae 2achati-£53 stae 1164 g
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Data rate test: Pass! (W]
Pass dite 1abe chevch: wan wrun, dota soie was 18R Mbe [T
Loss rare tost: Pas<! [2]

Fass. zerm bos s 100 1% kel b rabe lese than (4] s e, |
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I T Test Results

{4} -7 (@5 (%) () (T tup.rinead.upuimiabL.ord0L measucement-1ab.org BODO/ServerData/Reports-2009-09/¢-76-16-0,5 ¥ *+ (G- 0ark west iheatre in

Mosl Visided - Getling Slarted  Latast Headiiuas &
= v YestResuls O ,,ﬁ.,

Test conditions

Toser: 4.71.251.138¢4.71 251.138) [N
Target: ¢-76-16-0-76 hsd Lil comcast.net (76.16.0.76) [1]
file base name: ¢-76-16-0-76 hsd | .i}.comcast et 2009-09-25-16:12:57 121
This repor is based on a 5 Mbys tarpet application data cate |/]
This report is based on a 40 ms Round-Trip-Tume {ETT) to the targel applicauon [2]
The Round Trip Time for this puth section is 5000000 my.
The Maximum Scgment Siz¢ for this path section is 1408 Byies, (21

Target host TCP contigoration tesr Pass! [7]
TCP negenated appropriate opuens. WSCALLE=¥X. SACKeh, and Tunestomps L1
The targel prassed all sls! See esier caveals: 2]

Path measurements | 2]

Data rate st Pass! |7

Test from server npad.iupui.mlabl.ord01... to this machine

Round Trip Time (msec). 40 Nt Feet

Target Rate IMbps). §

e mote: Paramerers based on 8 ms wtial RTT

¢mote peakwin 125589 minpacketie ) macpackets =643 tepnies 64
mote Target run length (s 643 packeis (or a loss rate of O 1555 2100%)

emote: Test 1o ()] seconds) Coarse Scam

emote. Tes 1b (11 segomsi);

emote Test Xeill secondsl ...

emote Test 10(1] vecondsy:

emote Test lei 1] secondst: .

emote Test I (11 seconds) ...

Pass dati vine check: nuaimum duta rate was 19 803108 Mbas [

Loss rate tost: Pass? 2]
Pass: zero losses m WUBTY packels. oss rate Joss than 00033734 7]

YL Tar gon 5 Mbas watva THER by e MES on o H) s path the conal eoad teeend Joss budget s DU15532 14 (03 pachets berween Josses i [2]

Suggestions for alternate tests

FYE This path may cven puss with a more strenuous application: [7]
Try rate=5 MhJs, r1=2%1 ms
Try rate=15 Mivs. =389 ms
Or if you can raise the MTU: 21
Try ratc=3 Mbis, =799 ms, miu=9000 bytcs
Try rate=15 Mb/s, =569 ms, mu=9000 hyies

Network buffering test: Pass! |

Mceasured gueue size, FXis: 1O Bytes: 1633238 [2]
This comesponds 100 4 15755461 ms deain time. ] 2]
To gt S Mb/s with on i 30 ous path, you necd 25000 bytes ol bultcr space. 2]

Pass' The tetwark bottieneek has sutficient buttering {qucue apiw ¢ otk eoniers and switenes. [ 7]

The network path pissed all tests? 1]

[Texter vahidation: Pass! [ 7]

Nonternal 1ester problems were detecicd.
Testel weislon Sld pathdiag pyy |47 20908010 21 19 37 muthi= Lap S

I:Dau_llalc_gnuplml IRTT gnupliot] [Loss_Rate_gnuplot] [power_gnuplot]




Glasnost

Determine if an ISP is blocking email, HTTP or SSH transfer,
Flash video, and P2P apps including BitTorrent, eMule and
Gnutella.

http://broadband.mpi—sws.org/transparency/bttest—mIab.prQ
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Glasnost: Test if your ISP is manipulating Bit Torrent traffic

Dwashed 6631 revuity

b= Bl Toironl raltie oit a well-anaves Balomren! port bsan Uwoltlad?

' Completee BNTorront ardd TCP war yiots ssing the BilTore-+ port €861
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Domwicux #4] 4010 Kios 3922 dbpt | Mo race Erniling

Is BitTorrent raMic on & ron-slandard BitTorrent part 110009) thronled
« Comnpigted Bl Torrent ancl TCP ran siers Lag the non-BTorsnt con 10009
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Glasnost Test f your ISP 1s manipulating BaTorrent traffic

« (Gl* otasmost sosp paper Q0

( ! " hmp.//lekIDY. mpi-3ws.mp g.de/ /bb/bittorrent - -blocking.php’otport =688 1&port2= lOODQ&rcpdw -

& Glasnost Testl . O g
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Glasnost: Test if your ISP is manipulating BitTorrent traffic

Detailed test resolis:

Is BitTorrent traffic on a well-known BilTorrent port (6881) throttled?

= Completed BitTorrent and TCP transiers using the BitTorrent port 6881:
- Qur lesl runs BitTorrent and TCP downloads as well as uplcads on a wed-known BitTonent pont and a non-B LToment part.

Is BitTorrent traffic on a non-standard BitTorrent por (10009) throttled?

« Completed BitTorrent and TCP transfers using the non-Bit Tarrent port 100089:

Trangfer | Speed TCP ] Speed BitTorrent| Conciuslon
Download #0| 4221 Kbps 3996 Kbps | No rate limiting
Download #1| 3151 Kbps 4438 Kbps | No rate (imiting
Download #2| 4122 Kbps 4088 Kbps ] Na rate limiling
Download #3| 3957 Kbps 4217 Kbps | No rate limiting
Download #4| 4279 Kbps 4415 Kbps | No rate limiting

- Note to all To allow aCCUrale Measumeme hould rioads tha the background.
Tranafer Speed TCP | Speed BitTorrent] Conclusion i ] yon ar: ‘m‘i:r.él;ad?n a ni:;gre ?‘I‘all?ed &saptlo:';m?ﬁ ;u:;Dgrmgﬁ?tm Iecal'?r'lslql.la"smp‘?:a:s-'t‘; 'E;;Lm ;
Download #0 [ 3710 Kbps 3928 Kbps | No rate limiting " 1951 you have 10 - 1% aopiel it o pop scon Tt il S s o sttt g v Agpietior MacOS X. To o
Download #1 | 4094 K Mo rate limitin
o bps 4056 Kbps d imiting . Detailed upstream test |~ 20 minutes) .
Download #2| 4054 Kbps 4052 Kbps | No rate limiting © Detailed downsream test (~ 20 mirutes) o
_ Tes! upbads and downloads (~ 40 minLtesj .,

Download #3| 3978 Kbps 4135 Kbps | No rate limiting
Downlcad #4 | 4019 Kbps 3922 Kbps | No rate limiting




Pathload?2

Measures available bandwidth
- Reports “"Raw” bps capacity independent of
transport or application protocol

http://www.cc.gatech.edu/fac/Constantinos.Dovrolis/
Papers/NetDov0248.pdf

REAEA! Yerminal — 92x 38

Last logwn: Fri Sep 18 1Z:45:15 on Lty3Ba2
/Users/roar Llson/bin/pathload? ; axit;

rere1d-2;~ rcarlsond Alsers/roa lson/bin/pathload? ; exit;
Connecting Lo salected H-lab sarver.

Connected to Miab Sarver: 38.162.08.87

Meosuring Usstreom Available Bondwidth

Sending flest B, Probing Rate &.56 Mops AR
Sending flest 1, Probing Rate 9.04 Nope EERHERRRR
Sending flest 2, Probing Rote 9,21 Mops SkkikRkkbGRS
Sanding flest 3, Probing Rate 7.39 Wops HEERLERNEES
Sardding flest 4, Probing Rote 6.97 Mopt: HSEEERSEITS
Serding flest 5, Probing Rate 7.17 Mops HrEEIREEe
Sending flest &, Probing Rote 3.20 Mps SREEREERERR

Mecsuring Downstreos Availoble Bandeidth

Recoiving Fleet 8, Prabing Rote 16.29Mbp: SRR
Receiving Fleet 1, Probing Rote 85.2%bps &SRR

Receiving Flest 2, Probing RBole 12.41Mhps HRSRSSEERES
Receiving Flest 3, Probing Bute 14.40hps MASSSSREREE
Rearmiving Flamt. 4. Prohino Gaobn 1% . 0%hne §3&



OO Terminal — 92x38

Last togin: Fri Sep 186 12:45:15 on ttysPaz
/Users/rear lson/bin/pathlood? ; exit;

nereid-2:~ rcarisont /Users/rcarlson/bin/pathload? ; exit;
Connecting to selected H-lab server.

Connected to MLab Server: 36.102.8.87

Measuring Upstreom Availoble Bandwidth

Sending fleet 0, Probing Rote 6.56 Nops HERERESRHENR
Sending Tleet 1, Probing Rate 9.84 Nbps HEEESEREERRE
Sending fleet 2, Probing Rate 8.21 Mbps ISHSEHRRGEHNGE
Sanding flest 3, Probing Rote 7.39 Mbps REREENRGHES
Sending fleet 4, Probing Rate 6.97 Mips HEAREEREESS
Sending Tleet 5, Probing Rate 7.17 Mbps HWREEEENGESH
Sending 1 leet 6, Probing Rate 3.28 Mbps HEESNERSHESE

Measuring Downstreom Available Bandwidth

Receiving Fleet 8, Probing Rote 16.29Mbps HEERENEEEESS
Receiving Fleet 1, Probing Rote §.29Mbps #EEEERERERR
Receiving Fleet 2, Probing Rote 12 .41Mops HHEHERERRMN
Receiving Fleet 3, Probing Rote 14.48Mbps HEEHEHEEREERR
Receiving Fleet 4, Probing Rate 15.59%Mhps #%
Receiving Fleet 5, Probing Rote 15.07Mbps RERHHIEINND
Measurement completed.

BEE  RESULT Heeae
Upstreom Measuresent (towards the Internet)
Availoble bondwidth range : 3.28 - 7.38 (Mbps)
Measuresent durotion : 26.48 sec

Dowrstreom Mecsurement (from the Internat)
Availoble bondwidth range : 15.28 - 15.59 (Mbps).
Measurement chrotion : 21.54 sec.

For more inforsation about available bandwidth meqsurement,
plecse see: hitp://www.pathrate.org
logout

[Process completed](]



Sidestream

« Collect TCP details (web100 variables) from reqular web
traffic nn a client computer

- Collects information as a byproduct of general client network
usage

- No special test stream required

- A way to evaluate, compare, and validate other active test
results

http://www.measurementlab.net/news/2010/jan/19/side-stream-
experiment




Windrider

Attempts to detect whether your mobile broadband
provider is performing application or service specific
differentiation, i.e. prioritizing or slowing traffic to
certain websites, applications, or content.

http://www.cs.northwestern.edu/~ict992/mobile.htm




ShaperProbe

Detects whether your ISP performs "traffic shaping” in either the
upload or download directions. In the even of shapping,
ShaperProbe reports the shaping rate and the "maximum burst

size" before shaping begins.

http://www.cc.gatech.edu/~partha/diffprobe/shaperprobe.html




Test Client Interfaces For Users
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Open Data

All data collected through M-Lab is intended to be made publicly
available and placed in the public domain either immediately or
after an optional 1 year embargo

.ollecting over 60TB of Data



Collecting over 60TB of Data

vz

Internet user

- Raw measurement data (web100 and TCPdump logs) is created when
a user runs a tool hosted nn M-Lab

. Raw data is stored locally on each M-Lab node

. Seperate data collecting servers regularly collect all raw data

- M-Lab tonls consolidate raw data and re-format for 3rd party
services

.- Formated test records are pushed to Amazon's EC2 and Google
BigQuery

JL

ﬂa‘
=]
)

S

http://measurementlab.org/news/2009/dec/10/calling-all-researchers-
m-lab-data-now-available-amazon-ec2

http://www.measurementlab.org/news/2010/jun/18/more-good-thing-
analyze-and-access-m-lab-data-using-gonogle-bigquery-and-google-stor
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We Need Youl

- M-Lab depends on the contribution of servers and
connectivity from academic and industrial partners
- Develop a unique tool that can run on the M-Lab platform

- Data storage partners
- Visualization/Infographic developers

A collaborative effort: we welcome suport from researchers,
Institutions, and companies that share M-Lab’s goals

http://www.measurementlab.org/getinvolved




Measurement Lab (M-Lab)

http://www.measurementlab.org

Measurement Lab: Overview and an Invitation to the Research Community
C. Dovrolis, K. Gummadi, A. Kuzmanovic, S. D. Meinrath (June 2010)
http://ccr.sigcomm.org/online/files/p53-3v40n3m-dovrolisPS.pdf






